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Chad Vale Primary E-Safety Policy

1. Introduction

E-Safety Co-ordinator: Paul Sansom (DHT)
ICT Co-ordinator: Kerry Grosvenor
Designated Senior Person for Child Protection: Robin Haselgrove (Head Teacher)

1.1 Why the Internet and digital communications are important 
The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide pupils with quality Internet access as part of their learning experience. Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 

1.2 Internet use will enhance learning 
The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. This includes the use of:

· BGfL Firewall

· Webwasher Central Filtering system

· Policy Central monitoring software

· The ability to block/limit internet access to users/areas through Viglen Remote Learning

· BGfL Filtered Zimbra webmail system for pupils and staff

· Sophos Enterprise Manager Virus Protection

Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use through the Acceptable Use Policy (AUP). Before logging into any workstation within school, all users must click to accept the AUP.  

Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation. Pupils will be shown how to publish and present information to a wider audience and how to evaluate Internet content.
The school will ensure that the use of Internet derived materials by staff and pupils complies with copyright law. 

Pupils will be taught the importance of cross-checking information before accepting its accuracy and how to report unpleasant Internet content e.g. using the CEOP Report Abuse icon or Hector Protector.

2. Managing Internet Access 
2.1 Information system security 
· School ICT systems security will be reviewed regularly following guidance contained in the E-Security, Data Management and Protection Policy and in light of any new guidance issued by the LA, government or NAACE.  

· Virus protection will be updated regularly through automatic updates of Sophos AV.

· Passwords and network/MIS/school email user names will be kept safe and secure. 

2.2 E-mail
· Pupils may only use approved Zimbra e-mail accounts on the school system which is safe, secure and monitored/filtered.

· Staff are issued with Zimbra accounts, but may access personal mail accounts if required during break times or before/after school.  

· Pupils must immediately tell a teacher if they receive offensive e-mail. 

· In e-mail communication, pupils must not reveal their personal details or those of others, or arrange to meet anyone without specific permission. 

· Incoming e-mail should be treated as suspicious and attachments not opened unless the author is known. 

· The forwarding of chain letters is not permitted.

· Staff must not share personal email addresses with pupils but may share their Zimbra email address where appropriate.   

2.3 Published content and the school web site 
· Staff or pupil personal contact information will not be published.

· The E-Safety Co-ordinator will take overall editorial responsibility and ensure that content is accurate and appropriate. 

2.4 Publishing pupil’s images and work 
· Parents sign an authorisation form when their child begins Chad Vale, giving permission for images of their child (or their work) to be used on the website and on other publications e.g. weekly newsletter, school Twitter, blogs and Facebook feeds. Where this permission is not granted, photos/work are never used. 

· Photographs that include pupils will be selected appropriately to avoid images being misused. Although pupils may be recognised, photos used on the website are low-quality, and if required, edited to prevent children without photographic consent to be identified. 

· Pupils names will not be used anywhere on the school website or other on-line space in association with photographs or video, unless express permission has been granted by parents/carers. 

· Special written permission from parents or carers will be obtained before images of pupils are published anywhere other than the authorised school owned medium (e.g. local newspapers, outside agencies)

2.5 Social networking and personal publishing (e.g. blogging)
· The LA currently controls access to social networking sites (e.g. Facebook). Three workstations in school; the HT, DHT and ICTCo are configures to allow access to Facebook for the upkeep/maintenance of the school Facebook page. 

· Pupils are advised never to give out personal details of any kind which may identify them, their friends or their location. 

· Pupils and parents will be advised that the use of social network spaces outside school brings a range of dangers for primary aged pupils. 

· Pupils will be advised to use nicknames and avatars when using social networking sites.

· Annual Parents E-Safety ‘Seminars’ will be offered to all parents concerned about the issues of internet use within school and at home.  

3. Managing filtering 
· If staff or pupils come across unsuitable on-line materials, the site must be reported to the E-Safety Coordinator. Sites can be referred to the BGfL team for global blocking if required, or local blocking can be performed on-site through Policy Central or Viglen Classlink. 

· Policy Central logs will be monitored by the DSP and E-Safety Co-ordinator.

4. Managing videoconferencing & webcam use 
· Video-conferencing will use the educational broadband network to ensure quality of service and security. 

· Pupils must ask permission from the supervising teacher before making or answering a videoconference call. 

· Video-conferencing and webcam use will be appropriately supervised for the pupils age. 

5. Managing emerging technologies 
· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. 

· Mobile phones with wireless Internet access can bypass school filtering systems and present a new route to undesirable material and communications. Pupils at Chad Vale are not permitted to have mobile phones in school (and in emergency circumstances where they do need to be in contact with parents/carers before or after school, pupil phones are held securely in the school safe during the school day.)
· Where pupils are involved in the ‘Bring Your Own Device’ scheme, and have parental signed permission, certain devices are allowed into school on specified days. This use is monitored by the teachers.
· Games machines including the Sony Playstation, Microsoft Xbox and others may have games that are age-inappropriate. Care is required in any use in school and must be supervised by staff. 

5.1 Staff Use of personal Mobile Phones/cameras

· Staff may take personal mobile phones on trips. These must not be used to capture images of pupils, and ideally, should not be used to make contact with parents or pupils. Emergency calls, where necessary should go through the school office.

· School digital cameras/iPads are provided for staff use in school (see iPad Acceptable Use Policy). Where personal digital cameras are used in school, images should be downloaded in school, and memory cards formatted before and after use. Where possible, school-owned memory cards should be used in personal cameras and must be used solely for school purposes.
5.2 Protecting personal data 
· Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998 (see Data Protection Policy)

6. Policy Decisions
6.1 Authorising Internet access 
· The school will maintain a current record of all staff and pupils who are granted access to school ICT systems through Policy Central software. 
· All users must read and accept the Acceptable Use Policy (AUP) before using any school ICT resource.

· At Key Stage 1, access to the Internet will be by adult demonstration with supervised access to specific, approved on-line materials. 

· Parents will be asked to sign the AUP for their child to use the internet as part of the induction process. Children are asked to counter-sign the AUP after discussion with parents/carers. 

· Any person not directly employed by the school will be asked to accept the AUP before being allowed to access the internet from the school site.
· All users of the school computer system understand that the systems in place afford no privacy. 
6.2 Assessing risks 
· The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a computer connected to the school network. Neither the school nor Birmingham LA can accept liability for any material accessed, or any consequences of Internet access. 

· The school will audit ICT use on a regular basis to establish if the e-safety policy is adequate and that the implementation of the e-safety policy is appropriate and effective through informal/formal monitoring and the use of Policy Central. 

6.3 Handling e-safety complaints 
· Complaints of Internet misuse will be dealt with by a senior member of staff.
· Any complaint about staff misuse must be referred to the Head Teacher. 

· Complaints of a child protection nature must be dealt with in accordance with school and LA Child Protection Procedures. 

· If a serious breach of the AUP is discovered, the monitor of the PC in question should be turned off and the computer put ‘out of order’. This is to prevent the contamination of evidence that may be collected by outside agencies (e.g. police) if required.  

· Pupils and parents will be informed of consequences for pupils misusing the Internet. 

6.4 Community use of the Internet 
· Any use of the school system by visitors will be bound by the terms and conditions in the AUP and will be monitored by the systems in place for pupils and staff. 

7. Communications Policy 
7.1 Introducing the e-safety policy to pupils
· Pupils will be informed that network and Internet use will be monitored and appropriately followed up. 

· E-Safety rules will be posted in all rooms where computers are used and discussed with pupils regularly. 

· E-Safety training will be embedded within the ICT scheme of work and the Personal Social and Health Education (PSHE) curriculum. 

7.2 Staff and the e-Safety policy 
· All staff will be given the School e-Safety Policy and its importance explained. 

· Staff are informed that network and Internet traffic is monitored and traced to the individual user and that there should be no expectation of privacy when using any school ICT equipment (including laptops used off-site). 

· Senior staff manage filtering systems and monitor ICT use in collaboration with the DSP and Headteacher.  

· Staff will always use the ‘safe search’ facilities within search engines when accessing the web with pupils and must check all search terms before use with pupils.

· Any staff member with an online identity’ (e.g. in social networking sites) will ensure that access to this information is kept private and not shared with pupils at Chad Vale Primary School. Staff should not make comments online about staff, pupils or parents/carers of Chad Vale nor other linked schools. 
7.3 Enlisting parents’ and carers’ support 
· Chad Vale Primary School’s E-Safety Policy will be shared with parents and carers in the school newsletter, prospectus and school web site.

· Parents with any concerns about E-Safety are encouraged to contact the school for further guidance and support.

· Parents sign the Parent’s Consent Form on an annual basis after sharing our age appropriate safety rules with their child (see appendix)
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Chad Vale Primary School
e-Safety Rules

All pupils use computer facilities including Internet access as an essential part of learning, as required by the National Curriculum.  Both pupils and their parents/carers are asked to sign to show that the e-Safety Rules have been understood and agreed.


	Pupil: 
	Class: 

	Pupil’s Agreement

· I have read and I understand the school e-Safety Rules. 

· I will use the computer, network, internet and other new technologies in a responsible way at all times.   

· I know that network and Internet access is monitored. 

	Signed: 
	Date: 

	Parent’s Consent for Web Publication of Work and Photographs/Video
I agree that my son/daughter’s work may be electronically published.  I also agree that appropriate images and video that include my son/daughter may be published subject to the school rule that images will not be accompanied by pupil names.

Parent’s Consent for Internet Access

I have read and understood the school e-safety rules and give permission for my son/daughter to access the Internet.  I understand that the school will take all reasonable precautions to ensure that pupils cannot access inappropriate materials but I appreciate that this is a difficult task.  

I understand that the school cannot be held responsible for the content of materials accessed through the Internet.  I agree that the school is not liable for any damages arising from use of the Internet facilities. 



	Signed: 
	Date: 

	Please print name: 

	


Key Stage 1 and EYFS Safety Rules
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Think then Click

These rules help us fo stay safe on the Internet

O We only use the internet when an adult is with us.

We can click on the buttons or links when we know

what they do. D

G& We can search the Internet with an adult.

We always ask if we get lost on the Internet. 0L

@ We can send and open emails together.

We can write polite and friendly emails to people that
we know. f





Key Stage 2 (Y3 and 4) Safety Rules
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E-Safety Rules for Key Stage 2

*  We ask permission before using the Internet.

*  We tell an adult if we see anything we are uncomfortable with.
*  We immediately close any webpage we not sure about.

*  We only e-mail people an adult has approved.

*  We send e-mails that are polite and friendly.

*  We keep our personal information and passwords private.

*  We only open e-mails sent by people we know.

*  We never arrange to meet anyone we don’t know.

*  We do not use instant messaging or chat rooms at school.





Key Stage 2 (Y5 and 6) Safety Rules

E-Safety Rules (Y5/6)

These e-Safety Rules help to protect pupils and the school by describing acceptable computer use.

· We follow the rules set by the school for the computer network and internet access.

· We understand that irresponsible use may result in the loss of our network or internet access.

· We access the computers using our own account and password, which must not be given to any other person.  

· We use the school network and Internet appropriately.  

· We do not copy other people’s work (text, music, images) without permission.

· We write messages carefully and politely.  

· We don’t send anonymous messages or chain letters.

· We keep our personal information private when using email, personal publishing, blogs or messaging. 

· We understand that our use of computers in school is monitored at all times.

